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1 HWucrpykuus ms goctyna K sx3eminispy 110

1.1 OOmas uadpopmanus

JlaHHOe pelleHMe PpacnpocTpaHsieTcd Kak SaaS-penieHue. ApPXUTEKTypa
pellleHUs] KOHIENTYAJbHO onucaHa B gaitjie DyHKIUMOHAJIbLHOIO0 ONUCAHMS.

JocTyn 9K3eMIUIsIpy TpOrpaMMHOTO oOOecledeHHs, MPEAOCTaBIseTCS B BHUJC
yAQJIEHHOTO JOCTyMa K HHPpacTpykType ¢ pazBépHyThiM sk3emiuispoM 110 (VPN, SSH,
RDP u T1.11.) ¢ moApoOHBIM ONMHMCAHUEM IPOLIECCOB, MUKPOKOHTEHHEPOB, PaCIIOIOKEHHS
daitno I[10, ero KOMIOHEHTOB M T.M. aJpec CCBUIKM yKa3aH B COOTBETCTBYIOIIEM
paszeiie 3asiBICHHUS.

Baxno!!!

Ilepen mepexoaoM 1O CCbLIKEe, C Pa3sBéPHYTOH HHPPACTPYKTYpPOil
NPOrpaMMHOro obecneyeHusi, HeoOxogumo Hactpouth VPN TtyHHeab. be3
HacTpoeHHoro VPN TyHHeJqss gocTyn K HH(pPAcTPyKType NPOrpamMMHOIO
o0ecredyeHUs MOJYYHUTh HEBO3MOKHO!

Hacrtpoiika VPN  jgoctyma  ocymecTBisierci ¢ HMCIOJIb30BaHMEM
ABTOPU3ANMOHHBIX JIAHHBIX, KOTOPbIe OyIyT NMepelaHbl JUYHO MPOBEPSIONIUM, CM.
m1.3.

[TomraroBast MHCTPYKIIMS MO HACTPOWKE YIAIEHHOTO JOCTYyMa K HHPPACTPYKType C

pa3BEpHYTHIM 3K3eMIuIsipoM 110 onucana B myHkTe Huxe 1.4 .

1.2 TIpencraButens or 3asBUTENS

1025 (0) DJIeKTPOHHAS MOYTA Teaepon
Asepkun Oner info@sovcombank.ru
CepreeBuu
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1.3 VYuernas 3anuce VPN

OOpamaem Balle BHUMaHHe: corylacHo TpeOoBanmsaMm  JlemaprameHnTa
UHpOpMallMOHHONW  0e30MacHOCTH, YydeTHas 3amuch OyaeT mepefjaHa  I1ocie
npenocrasienus ganabix (PO u HOMep TenedoHa) mpOBEPAIOMIETro sl MPOXOKIACHUS
ayTeHTU(UKAIIY.

1.4 Tlopsanok Hactpoiiku VPN

HMas noctyma k Web Bepcum npuwioxkeHusi U MHQPaCTPYKTYPHOro
pocryna yepe3 guunblii ITK.

1. Ckauaiire JTUCTPUOYTHB JU1st YCTaHOBKH o CCBLIKE

https://support.checkpoint.com/results/download/132130 u HaKMHTE

Download

3anyctuTe CKayaHHBIA (ain A Havalna  yCTaHOBKH
POrpaMMBbl

2. Haxwmure Next.
#F Check Point Endpoint Security VPN Installation Wizard - X

Welcome to Check Point VPN Installation Wizard

Installation Wizard will install Check Point Endpoint
Security VPN on your computer. To continue, click Next.

E_! Check Point

SOFTWARE TECSNOLOGES LUTD

Back | Next | Cancel
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3. Bridepure Endpoint Security VPN
ﬁ Check Point Endpoint Security VPN Installation Wizard - X

Welcome to Check Point VPN Installation Wizard

Instaliation Wizard will install Check Point Endpoint
Security VPN on your computer. To continue, dlick Next.

=] Check Point

Lesmmed SOFTWARE TECSNOLOGES UTD

4. Bnibepure I accept...

ﬂ Check Point Endpoint Security VPN Installation Wizard — X
License Agreement

Please read the following icense agreement carefully.

& Check Point

O Tkl THEHHCL OGS LTD

Software License Agreement & Limited Hardware Warranty A
Check Point Software Technologies Ltd.

PART I - SOFTWARE LICENSE AGREEMENT

This License Agreement (the “Agreement”) is an agreement between you (both
the individual installing the Product and any legal entity on whose behalf such
individual is acting) (hereinafter “You™ or “Your”) and Check Point Software
Technologies Ltd. (hereinafter “Check Point”).

'@3 accept the terms in the license agreement
Oldu not accept the terms in the license agreement
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5. Haxwmure Install. Haunercs nporecc ycraHOBKH.
#F Check Point Endpoint Security VPN Installation Wizard

Destination Folder

fa Check Point
Cick Next to install, or cick Change 1o install 10 & different foider [aes Check Point

Install Check Point Endpoint Securty VPN to: S
C\Program Files (x85\ChaciPonfiEndpont Connecti ~ Change..

Bock | st || Concel

6. ITocne 3aBepiiicHHs yCTaHOBKK Haxkmute Finish.
‘ﬂ Check Point Endpoint Security VPN Installation Wizard - X

Installation Wizard Completed

Check Point Endpoint Security VPN is successfully installed on
your computer. Click Finish to exit the wizard.

J&] Check Point’

SOFTWARE TECHMOL DIET LT

O
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7. Tlpu mosiBIIeHUM COOOIICHMSI O 3arpy3Ke HEOOXOIUMO Mepera3py3uTh
KOMIIBIOTEP, HAKMUTE Y €S.
Ha sTom ycTanoBka 3aBepuicHa.

ﬁ Check Point Endpoint Security VPN Installer Information

You must restart your system for the configuration
changes made to Check Point Endpoint Security VPN to
take effect. Click Yes to restart now or No if you plan
to manually restart later.

E Yes “! | No

8. s mocnenytomieit Hactpoiiku noakitoueHuss VPN, oTkpoliTe mpritoxKeHue

B Check Point o

{8 Check Point Endpoint Security VPN

9. B Beimagaromiem crucke Site Beioepute [New Site]
& TGul _ %

Site: I\ - |

Authentication

Please enter your credentials:

Username: |

|
Password: | | ,
"'\J

Connect Cancel Help
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10. Beenute ums cepsepa vpnl.sovcombank.group wim
vpn2.sovcombank.group

Server address or Name: |Hng{epsepa.sovcombank.groupl

|:| Display name: HMA-CepBepa.sovcombank. group

11. ina Asropu3zauuu B VPN, B 1paBoM HUKHEM YTy, IPABOW KHOIKOU
MBIIIH HaxkmuTe Ha 3Ha40k CheckPoint u Beibepure Connect.

Connect

Connect to...
VPN Options

Help »

Show Client
Shutdown Client

12. B nosBuBmemcs okue Haxkmute Click here to configure Login Option.

& 16Ul o a X
" “Endpoint Security / I&] Check Point
Site: srt-vpn0 1.sovcombank.group hd

No login option is configured for this site.

Click here to confi n Option , ,

Connect Cancel Help
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13. B nosiBEBIIEMCS] OKHE BBEIUTE JIOTUH U MApoJib yueTHou 3amucu VPN
(mepenmaetcst yepe3 nepcTaBuTels 3asBuTels, cM. 1. 1.2). Haxxumaere
kHonky Connect.

& 6w - *
Endpoint Security | Check Point
Site: | vpndl.sovcombank.group -
Authentication
Please enter your credentials:
Username: | ivanovaa |
PBES‘NDI'd: R LT L L T |
Connect - Cancel Help

14. Tlocne HaxkaTUSI KHOTIKHU JOJIKHO MOCTYMUTh CMC COOOIIIEHHE C
OJTHOPA30BbIM KOJI0M (Ha HOMeEp Telie)OoHa, KOTOPBIC BbI MIEpeaaBaIH
MpeICTaBUTENIO 3asiBUTEINSI), KOTOpPOE HEOOXOIMMO BBECTH B mosie Response

& nGu - () P
Endpoint Security’ (@1 Check Point
Site: wton0 Lsoveombark. group \
Authentication
N Authenticating user ‘churkinau’. Please fill the required
20 Input.

User churkinau authenticated by Frewall-1 authentcation
DynamcID password sent to XX00OO000000(9-35

Response: [ooooool
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1.5 PeecTp n10CTymHBIX pecypcoB

ITpocuM NpPOBOOUTH HUCCIEAOBAHUE IPOTPAMMHOIO JK3EMILUIIPA COBMECTHO C
PYKOBOAMTENEM TpyHIbl pa3pabOTKM M PYKOBOAMTEIEM HAIPaBJICHUS aHaIM3a JUIs
NOJIyYEHUS TOSICHEHUI 10 BO3HUKAIOIIMM BompocaM. BBuay cinoxxHod OusHec-
apXUTEKTYpbl C OOJBIIMM KOJIMYECTBOM 3aBHCHMOCTEH U YCJIOBUH CaMOCTOSATEIbHOE
U3yYE€HUE MOXKET BBI3BaTh 3aTPyIHEHHs. DKCHEPTHYIO BCTpPEUy MOXKHO IPOBECTH IIO
MTS Link mo 3ampomeHHoMy Tpaduky. 3ampockl 1O OpraHH3alMUd BCTPEY IPOCUM
HAIPABJIATH IPEACTABUTEIIO.

Pecypc Cceblika

DK3eMIUTSP 1O | https://sftp.sovcombank.ru/
(cornmacHo myHkTa 11 «a»

[Tpaswr)

2 Wundopmanus 1o yCTaHOBKE U OKCILIyaTalluu

Hoctyn k cucteme «OpenAPl-MukpocepBHCB»  OCYHIECTBISIETCS  Yepe3
npenoctaBisiemble  APl-untepdeiicel. CrnenmanbHble  JEWCTBHS 1O  YCTaHOBKE
MporpaMMHOI0 oOecreueHusl Ha cTopoHe Tosib3oBarens (Knuenta) ve tpebyrorcs. s
uHTerpanuu KimeHTy HEoOX0IuMO UMETh TEXHHYECKYI) BO3MOXKHOCTH OCYIIECTBISTh
cereBoie BbI3OBBI (HTTP/HTTPS 3ampocel) k sHamouHTam cuctembl «OpenAPl-
MHUKPOCEPBUCHI», IPEIOCTABICHHBIM baHKOM.

10
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